AF Chief Information Security Office (CISO) Did You Know?

cybersecurity Tips for Air Force spouses Cybersecurity extends beyond work, into

the home and personal devices of every
U.S. Airman.

Because of this, spouses and family
members become cyber targets for

Avoid posting about your travel Limit posts that include adversaries attempting to gain digital
plans on social media to prevent Personally Identifiable access to the airmen in your life.
potential adversaries from Information (PII) such as full

date of birth, maiden name, S EEEEw
etc.

targeting your home while you’re
away.

Resources EEEEEN

. AF Chief Information Officer Site
Educate children about the http://www.safcioa6.af.mil

importance of a secure cyber
presence:
. .
Create unique Cybersecurity Information
paSSWOFdS https://www.dhs.gov/topic/cybersecuri
® Do not share passwords Ly

Consider keeping your
professional and personal
lives separate on your
social media accounts so
you are not easily targeted
by adversaries

YOUR
ONLINE
PRESENCE

® Limit geotagging on
social media

Stay Safe Online
https://staysafeonline.or

Password-protect your home WiFi
network

Do not post specific details
about your spouse’s mission

Consider creating a separate or deployment (e.g. location,

password-protected WiFi network
for guests or visitors

DHS Cybersecurity Resources

schedu Ie' etc. ) https://www.dhs.gov/stopthinkconnect

-toolkit



http://www.safcioa6.af.mil/
https://staysafeonline.org/
https://www.dhs.gov/topic/cybersecurity
https://www.dhs.gov/stopthinkconnect-toolkit

