
BEWARE OF RED FLAGS 

• Urgency – scammers will apply pressure
or use fear to get you to act.

• Scarcity – scammers will claim there is a
limited supply, so you must “buy now.”

• Social Consensus – scammers want you
to think everyone else is doing it too, and
you don’t want to be left behind!

• Credible Sources – scammers will claim
they are with a reputable business or
organization.

TIP:  Do NOT click on links from 

sources you do not know, and only call 
known phone numbers.    

TOP SCAM: 
 Fake Stimulus Check 

Robocalls – HANG UP!  Scammers or scammy companies 

use illegal robocalls to profit from Coronavirus-related fears – 
posing as the IRS or Medicare. Visit the Federal Trade 
Commission’s website to hear scam calls: ftc.gov/coronavirus. 

Testing Scam – scammers are calling or knocking on doors 
in white lab coats or hazmat gear claiming to be with     
the Center for Disease Control and Prevention selling fake at-
home Coronavirus tests.     

Treatment Scam – scammers are calling or knocking on 
doors in white lab coats or hazmat gear claiming to be with the 
Center for Disease Control and Prevention selling fake cures, 
vaccines, and medical advice on unproven treatments. 

Supply Scam – scammers are creating fake shops, 
websites, social media accounts, and email addresses to sell 
medical supplies in high demand, like surgical masks. When 
you try to purchase supplies, they pocket the money. 

Provider Scam – scammers are contacting people by phone 
and email, pretending to be doctors and hospitals that have 
treated a friend or family member for COVID-19 and 
demanding payment. 

Charity Scam – scammers are soliciting donations for 
individuals, groups, and areas impacted by coronavirus. 

Scammers follow the headlines 

-Contact the National Center for Disaster Fraud Hotline at 866-720-5721 or via email at disaster@leo.gov
-Report it to the FBI at tips.fbi.gov

-If it's a cyber scam, submit your complaint through https://www.ic3.gov/default.aspx

Phishing Scam – scammers are sending emails posing as health 
officials, including the World Health Organization and the Centers for 
Disea se  Control and Prevention. They want to trick you into 
downloading malware or providing personal identification and financial 
information. 

App Scam – scammers are creating and controlling mobile apps 
used to track the spread of COVID-19. If used, these apps insert 
malware on your device that steals your personal and financial 
information.   

Compassion & Romance Scams – scammers will use this 
opportunity to prey on your vulnerability while you are contained and 
isolated to your home, developing a friendship or romantic relationship 
with you to gain your trust and obtain your personal and financial 

information.

If you think you are a victim of a scam or attempted 
fraud involving COVID-19, you can report it without 
leaving your home though a number of platforms.
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